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It is with great pleasure that we present to you an overview of our 
“Contemporary Policing and Security Challenges: A Joint CENTRIC and 
WYP Knowledge Exchange” event.

The event is set against a background of conflict, insecurity and the resur-
gence of violence in troubled regions across the world. For the United 
Kingdom, like many other nations, we remain under constant attack 
from all manner of hazards including terrorism, organised crime and  
cyber-related threats that, if left unchecked, can cause untold harm 
to citizens, communities, public services, businesses and the wider 
economy. In recognising these challenges, the approach of CENTRIC 
brings together practitioners, private industry, academia and the 
public to focus on applied research in the security domain. The 
multidisciplinary approach of CENTRIC seeks to inform operational 
policy, practice and procedure but, in doing so, strives to make positive 
contributions towards citizen safety and push professional practice 
beyond the current state-of-the-art.

The purpose of this full-day knowledge exchange event is to pro-
mote discussion and knowledge exchange, between academia 
and law enforcement agencies, around the use of the Internet and 

FORWARD
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open-source intelligence (OSINT) as an investigative tool. Our invited 
expert speakers will discuss topics such as tactics, techniques and 
procedures for open source data and intelligence usage in police 
investigations, provide an overview of CENTRIC’s existing software 
tools and projects, as well as explore the use of social media as a 
source for OSINT while relating it to topics such as crisis manage-
ment and radicalisation.

This event is organised jointly by CENTRIC and WYP (Protective 
Services Crime), it represents an example of existing long-term col-
laboration. It is envisaged that the information and discussions carried 
out today will lead to future focus groups, hands-on training and the 
development of master classes.

Alongside the event, this publication provides an overview of CENTRIC’s 
capabilities in terms of OSINT, knowledge management, data analysis, 
intelligence, situational awareness and training around security, coun-
ter-terrorism, cybersecurity, crisis management and organised crime. 
For each area of research, across the landscape of policing and security, 
we present a brief introductory description, followed by actionable 

practice-oriented guidelines and information, as well as links to related 
projects and people.

Finally, we would like to thank WYP for hosting this event at their Carr 
Gate training facilities, as well as a special thank you to our invited 
speakers for their contributions. We would also like to encourage you 
to get touch with CENTRIC if you have any questions or would like to 
further discuss some of the topics and/or projects presented here today.

Prof Babak Akhgar (FBCS)
CENTRIC Director

Mr. Chris Rowley M.St. (Cantab)
Detective Chief Superintendent West Yorkshire Police
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Open Source Intelligence (OSINT) is increasingly being utilised by 
private sector organisations to measure customer loyalty, track public 
opinion and assess product reception. Similarly, public sector law 
enforcement agencies are acknowledging the requirement to apply 
similar techniques in order to enhance their investigative capability 
and improve response to criminal threats. The criminal entities per-
petrating these threats are exploiting the Internet for purposes such 
as recruitment, and the transfer of information and money to finance 
and co-ordinate their illicit activities.

The ubiquity of the Internet has vastly increased the quantity, value 
and accessibility of OSINT sources. OSINT is intelligence based upon 
information that is freely available from public sources such as news-
paper reports, journals, radio and television broadcasts, and more 
commonly in the current environment; social media and the internet. 
When dealing with intelligence derived from the public domain, and 
specifically social media, there is a requirement to manage public 
privacy expectations appropriately, as although publically available, 
much of the information posted to sites such as Facebook and Twitter 
is considered to be personal by users. When dealing with OSINT as 

CENTRIC OSINT HUB
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opposed to more traditional closed intelligence sources, the concerns 
of the intelligence community turn from the availability of information 
to the identification of pertinent and accurate information. For these 
reasons it is increasingly necessary to validate intelligence derived 
from open source with that from robust, closed source intelligence and 
the domain expertise of industry professionals. Intelligence validation 
in this way is a particularly poignant topic when addressing social 
media specifically as users often choose not to disclose or to falsify 
the personal information that they provide on these platforms.

Over the past 4 years CENTRIC has built a strong research and 
development capability focused on the operational utilisation of 
OSINT in regards to its application in relation to counter terror-
ism, cybercrime, crisis management and in the identification and  
modelling of organised crime. Building on these experiences, 2016 
sees the launch of a dedicated OSINT hub within CENTRIC, the first of 
its kind in the UK. In collaboration with seconded officers from both an 
operational, front-line policing and tactical and strategic intelligence 
perspectives, the hub will provide LEA partners with a secure and safe 
environment where they can explore the potential of OSINT, making 

use of state-of-the-art technological tools offered by leading providers 
and open-source software platforms, ensuring compatibility with 
existing workflows and processes, and compliance with existing gov-
ernance, legal requirements such as RIPA and the Data Protection Act.
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SECURITY, SOCIETY  
AND CITIzENS

CENTRIC’s collaborative partnerships with LEAs, not only in the UK, 
but across Europe ensure that security of society and the protection 
of its citizens  is at the forefront of its research ethos. This approach 
is central to many of its research projects, such as Athena. The Athena 
projects seeks to enable citizens to contribute to crisis response and 
reaches out to those citizens who act as pre-first responders in the 
immediate aftermath of crisis events. This ethos of citizen focused 
security is also at the heart of other projects. Unity’s focus on com-
munity policing considers how the police and communities can be 
brought closer together to achieve more cohesive and engaged com-
munities across Europe; while both Transrad and Smart-CV consider 
counter-radicalisation and its impact on civil society.
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STEPS TO SECURING SOCIETY  
AND ITS CITIzENS

Increased Visibility. By increasing 

the visibility, presence and 

accessibility of LEA officers to citizens 

with society and specifically within 

their community this raises the sense 

of security citizens on a day-to-day 

basis. A more secure society is a 

society without fear of crime, with 

increased resilience and an improved 

quality of life.

Improved Relationships. By 

building relationships across 

entire communities including 

citizens, other response agencies, 

and intermediate groups (such 

as volunteer organisations, social 

services, community and sporting 

groups) as well as local businesses, 

local government, and educational 

institutions, the community 

ecosystem is enhanced and better 

connected resulting in a more 

cohesive and secure society. 

Empowered Communities. When 

communities themselves have the 

power to define their own direction 

The roles of law enforcement agencies include maintaining law and 
order, protecting citizens, and preventing, detecting and investigating 
crime. In achieving these goals, LEAs will fulfil the purpose of protecting 
the security of society and the citizen. This can be realised through:

and contribute to their protection 

against harm and promotion of their 

own well-being it helps build trust and 

confidence within that community. 

By empowering citizens, it enables 

policing to become citizen-centred, 

allow citizens to take ownership of 

community problems and thus build a 

more secure society from within.

Trust. An increase in trust in LEAs 

from citizens has a number of 

knock-on effects which may include 

enhanced information sharing and 

an improvement in the public’s 

perception and viewpoint of the 

police. Trust can be built through 

demonstrating the professionalism of 

officers, increasing the transparency 

and accountability of police actions, 

facilitating mutual understanding 

and respect for the roles and 

responsibilities of society, the citizen 

and LEAs, as well as through the 

increased visibility and improved 

relationships detailed above. 

Information Sharing. Central to 

the success of policing is access to 

information. Information sharing 

between citizens and LEAs can 

occur both on and offline. Increased 

visibility, trust and relationships 

improve the likelihood of important 

information being shared. Mobile 

applications, web sites, social media 

as well as traditional phone calls and 

face-to-face meetings can all facilitate 

improved two-way information 

sharing between police and 

citizens and vice versa. By sharing 

information both ways this creates  

an exchange that benefits all of 

society and results in safer citizens. 



RElATED PROJECTS

UNITY 

The vision of Unity is to strengthen the connection between 
the police and the diverse communities they serve in order to 
maximise the safety and security of all citizens across Europe.

ATHENA

The ATHENA project aims to utilise media communications 
and develop tools to enhance the ability of citizens and first 
responders in crisis situations using a set of best practice 
guidelines and prototype software tools.

TRANSRAD

TRANSRAD aims to detect and profile the emerging threat of 
transversal European radical groups and raise the awareness 
of institutional bodies and civil society at large on the risks 
potentially connected to these “radical bridges”.

SMART-CV

SMART-CV aims to develop a table top exercise and training 
platform for use by law Enforcement Agencies in Europe which 
increases awareness of social media to prevent radicalisation.

SPECIAlIST TEAM MEMBERS

PROF. BABAK AKHGAR

CENTRIC Director

DR. HElEN GIBSON

Researcher (Data Analysis and Visualisation)

DAVID FORTUNE

Specialist in Policing and Security

PROF. DAVE WADDINGTON

Head of the Communication and Computing Research Centre 
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Serious games simulate real world events and processes with the 
purpose of providing unique challenges to improve a user’s problem 
solving capabilities. Primarily serious games are developed to train or 
educate users and are particularly suited for specialised or dangerous 
scenarios such as natural disaster response, surgery, fire fighting or 
counter terrorist operations.

CENTRIC specialises in providing practical research, capable of bridging 
the research-reality gap. In this function, CENTRIC aims to improve the 
capabilities of counter terrorist teams and first responders in reacting, 
mitigating and recovering from terrorist threats through the use of state-
of-the-art technologies, systems and processes including virtual reality, 
real world event simulation, and effective multi-agency collaboration.

SERIOUS GAMES FOR TRAINING
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CONSIDERATIONS FOR  
BUIDlING SERIOUS GAMES

Immersive. Immersion refers to the 

suspension of disbelief that users 

experience when present in a virtual 

environment (VE). Most VEs, that 

are capable of achieving this level of 

immersion, allow users to interact 

with and manipulate the environment 

in a way that mimics the real-world.   

It is believed that the more immersive 

the environment is, the better it will 

be for training, as it enables users to 

focus their entire attention on the 

training process and facilitates the 

transfer of skills gained in the virtual 

environment through to real-world 

operational practice.

Adaptive. Modern training changes 

rapidly, and any system facilitating 

this training will require adaptability 

to be able to allow trainees to meet 

their learning objectives, and trainers 

to keep training content that is 

relevant and up-to-date. Therefore, 

virtual reality training systems 

need to be highly customisable and 

adaptable to meet real-world trainig 

needs and requirements.

Developing reliable serious training games which promote practical 
learning requires a number of key considerations. These play critical 
roles in development, from concept to release, and are imperative to 
the success of any serious game designed for training purposes. 

End User Focused. It is essential 

that serious games for training meet 

operational training needs, therefore 

development should be informed by 

end users and constantly validated. 

Through rapid prototyping, testing 

and feedback loops involving end 

users, we can work towards ensuring 

that the training experience will meet 

their specific needs. 

Realistic. Realistic representations 

of the scenario being trained are 

imperative to ensure trainees engage 

with an exercise and meet learning 

objectives. The actions a trainee 

performs in a serious game should 

match real world examples as closely 

as possible. 

Accessible. The usability of a serious 

game should be a top priority, 

ensuring controls, instructions and 

systems are intuitive, informative and 

concise. Complex systems should be 

abstracted and only introduces as 

users gain confidence with the system.
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RElATED PROJECTS

AUGGMED

AUGGMED will develop a multimodal virtual reality and mixed 
reality training platform to enable single and team-based training 
of end-users with different levels of expertise from different 
organisations responding to terrorist and organised crime threats. 
AUGGMED will make use of a variety of commercial technologies 
such as head-mounted displays (HMDs), tablets and mobile 
devices, gesture tracking technologies (e.g., Kinect, leap Motion) 
in order to provide users with different levels of immersion to 
match varying training requirements and objectives.

The AUGGMED consortium includes end-users from policing, 
port and rail security, as well as emergency responders. The 
prototypes, developed throughout the project, will be evaluated 
according to three pilot scenarios, including simulated terrorist 
attacks in an airport, a port and a large railway station.

SPECIAlIST TEAM MEMBERS

ROxANNE lEITãO 

Researcher (User-Experience and Systems Design)

DR. CHRIS ROAST

Reader (Human-Computer Interaction) 

JONATHAN SAUNDERS

Researcher (Serious Games Designer)



27

COMMUNICATION AND 
KNOWlEDGE MODEllING  
FOR CRISIS MANAGEMENT

As part of the Athena project, CENTRIC has been a key partner in 
researching the communication that occurs over social media in the 
midst of a crisis. This included the production of a set of best practice 
guidelines for first and emergency responders in the use of social 
media during crisis situations. Complementing this has been the de- 
velopment of a crisis taxonomy and entity extraction model that can 
be used to help understand the content of social media messages and 
ultimately transform and aggregate them into meaningful content 
that can be used by emergency services to improve their situational 
awareness of the current crisis without experiencing information 
overload. 
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CRISIS MANAGEMENT  
BEST PRACTICES

Presence. Develop an online and 

offline presence before a major 

incident occurs. Build your audience 

to ensure that information can be 

disseminated quickly during  

a crisis. Know your target groups  

for each media channel and tailor 

your message. 

Two-way Communication. 

Communicate with your audience by 

responding quickly and succinctly to 

questions and enquires. Coordinate 

responses with other agencies 

to ensure a clear and consistent 

message. Acknowledge when 

information provided by the public 

has been useful to build relationships 

and increase trust.  

Correct Misinformation 

and Rumour. During a crisis, 

Effective and efficient communication between law enforcement agencies 

(LEAs), first responders and citizens is essential for bringing about a swift 

and successful resolution to any crisis situation. Communication and 

knowledge modelling concerns in what way LEAs, first responders and 

citizens can best communicate during a crisis and how this information 

can provide enhanced situational awareness throughout the crisis. 

The following presents a set of best practices that can be used for 

communication and knowledge modelling during a crisis. 

misinformation and rumours 

spread rapidly causing unnecessary 

confusion and panic whilst also 

potentially wasting resources and 

manpower. Employ automated tools 

and techniques to quickly identify 

rumours spread through word-

of-mouth and on social media. Act 

swiftly to dispel these rumours via 

multiple media channels.

Information Extraction. Identify 

key channels where citizens may 

post key crisis information such as 

social media (Twitter, Facebook, 

Vine, YouTube, etc.). Ascertain the 

types of information important to 

your organisation or unit’s response. 

The development of models and 

employment of tools can assist with 

the rapid extraction and presentation 

of this data.  

Visualise and Analyse. The more 

data you have the more difficult it 

is to comprehend in real-time and 

when under pressure. Employing 

advanced visualisation tools supports 

the rapid understanding of incoming 

data while exploration, filtering and 

analysis tools enable you to pinpoint 

specific information. 

Enhanced Situational Awareness. 

Augmenting data from multiple 

sources — such as social media,  

and news — with traditional 

emergency response data facilitates 

an enhanced situational awareness 

for LEAs and first responders by 

ensuring that those in command 

and control are aware of all facets of 

an incident even before emergency 

services have reached the location. 

This can result in faster, more 

accurate and effective decision 

making and a quicker and more 

successful resolution to the crisis. 
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RElATED PROJECTS

ATHENA

The ATHENA project aims to utilise media communications 
and develop tools to enhance the ability of citizens and first 
responders in crisis situations using a set of best practice 
guidelines and prototype software tools.

SPECIAlIST TEAM MEMBERS

PROF. BABAK AKHGAR

CENTRIC Director

DR. SIMON ANDREWS

Reader (Computer Science)

TONY DAY

Researcher (Situational Awareness and Open Source Intelligence) 

DR. HElEN GIBSON

Researcher (Data Analysis and Visualisation)

DR. lAURIE HIRSCH

Senior lecturer (Computing)

CONSTANTINOS ORPHANIDES

Researcher (Formal Concept Analysis)

PROF. DAVE WADDINGTON

Head of the Communication and Computing Research Centre
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SITUATIONAl AWARENESS AND  
OPEN SOURCE INTEllIGENCE

The conversion of unstructured big data in the open source sphere 
into real time, concise information that tells a clear story about current 
events is the key challenge behind situational awareness and open 
source intelligence (OSINT). Such processes can also be applied to 
support lesson learning on events gone by as well as predictions into 
those possible in the future. Making the most of the data available 
in open source and the deep web has applications in all industries, 
especially including emergency response and the identification and 
prevention of organised crime.

CENTRIC is vastly extending its capabilities in gathering and process-
ing open source data for both situational awareness and open source 
intelligence through the teams’ research and technology delivered 
within and around the ePOOLICE and Athena projects. Both of these 
EU FP7 projects are delivering data federation, aggregation and 
analysis capabilities through extensive models of crime and crises 
all the way to bespoke visualisation techniques.
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OPEN SOURCE INTEllIGENCE 
CONSIDERATIONS

Size Matters. Whilst it may be 

possible to crawl everything on the 

Internet, it is both inefficient and 

expensive. The biggest technology 

and data storage providers have tens 

and even hundreds of thousands of 

servers at their disposal. Therefore it 

is essential to precisely collect only 

relevant data.

Model Carefully. Models can provide 

entity extraction, categorisation and 

filtering when gathering data, and a 

good model ensures the collection of 

consistently accurate data. This not 

only results in data that is easier to 

analyse but also builds trust in the 

gathering process. Models should 

capture the important pillars of POLE: 

people, objects, locations and events.

Location, Location, Location. The 

information produced from good 

situational awareness processes can 

provide great depth and insights into 

the wider global picture, however 

if these detected patterns cannot 

be located then it becomes a game 

Monitoring and analysing public open source data such as news feeds, 
blogs and social media is the surest way of being kept in the global 
information loop. Being able to quickly gather and accurately process 
this data can be a massive help during investigations whilst it can also 
be used for general higher level strategic planning.

of finding a needle in a haystack, 

providing very little value.

Don’t just Observe, Monitor. 

Gathering as much data as possible 

from the Internet on a particular 

subject or model may provide 

interesting results, however without 

a good “business as usual” reference 

point it is difficult, if not, impossible 

to identify the interesting patterns. 

Therefore it may be preferable to 

monitor fewer resources regularly 

than going out and gathering 

everything.

Beware of Social Engineering. 

The use of social engineering to 

persuade users to hand over sensitive 

information via phishing emails and 

sham services continue to grow in 

quantity and sophistication. It is likely 

that many services used for open 

source intelligence are compromised 

or playing both sides.

Understand Leakage. Everything 

done online leaves a trace, thus it is 

important to understand how this can 

be mitigated to ensure investigations 

aren’t compromised. Approaches such 

as using anonymous VPN services 

such as TOR should  

be seriously considered.

Automation is King. Offloading 

the tedium from the expert to the 

machine should be an important aim 

in all areas. In doing so, the expert will 

be free to focus on the tasks that the 

machine cannot easily manage.



37

RElATED PROJECTS

ATHENA

The ATHENA project aims to utilise media communications 
and develop tools to enhance the ability of citizens and first 
responders in crisis situations using a set of best practice 
guidelines and prototype software tools.

EPOOlICE

The ePOOlICE projects aims to develop a system for  
the scanning and analysis of a stream of information from 
multiple sources, including open source, police sources and 
public/government databases to detect emerging organised 
crime threats.

SPECIAlIST TEAM MEMBERS

PROF. BABAK AKHGAR

CENTRIC Director

TONY DAY

Researcher (Situational Awareness and Open Source Intelligence)

CONSTANTINOS ORPHANIDES

Researcher (Formal Concept Analysis)

DOUGlAS WEllS

Researcher (Conflict, Development and Security)
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CYBERCRIME  
AND CYBERTERRORISM

The proliferation and continued rapid development of technology 
across society is paving the way for new and evolving forms of 
criminality. As the concepts of cybercrime and cyberterrorism have 
gained traction, so has the presence and ubiquity at which the cyber 
element has spread across almost all forms of crime. This concept 
lies at the heart of COURAGE (Cybercrime and Cyberterrorism EU 
Research Agenda), a two year EU FP7 funded research project aimed 
at defining the future research agenda for cybercrime and cyberter-
rorism related issues. CENTRIC, through COURAGE, has entered into 
prolonged engagement with stakeholders, including law enforce-
ment, government officials, cyber-security experts and others, in 
order to define some of these key challenges and issues that should 
be addressed as a priority by future EU research initiatives.

Further projects, such as UINFC2 (Engaging Users in Preventing 
and Fighting Cybercrime) have refined this focus further, by seeking 
to directly engage with law enforcement and reporting hotlines in 
supporting efforts to tackle the use of the internet for the sexual 
exploitation of children and the dissemination of indecent content 
making use semantic text mining and knowledge representation 
techniques to identify content on the web.
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CENTRIC’S APPROACH TO 
TACKlING CONTEMPORARY 
CYBERCRIME ISSUES

Innovative. A grounded, applicable 

and innovative approach to research 

is taken, appreciating existing 

vulnerabilities and horizon threats. 

CENTRIC research is scanning 

for emerging technological and 

methodological breakthroughs, 

delivering solutions rooted in the 

state-of-the-art. Call for new advanced 

tools for digital investigation 

in compliance with privacy 

legislation and regulation. CENTRIC 

acknowledges the need to maximise 

capabilities whilst minimising 

negative public perceptions by 

creating transparency and clarity. 

Understanding. The scale of Internet 

use to facilitate crime has created 

a new era for both the social and 

technological sciences. Despite the 

importance of this new era, there is a 

significant lack of research providing 

an analysis of cyber-criminal and 

victim profiles. An essential process 

to develop and deliver appropriate 

interventions and prevention 

measures is to first create a better 

understanding of the multitude of 

actors, and the social motivations and 

consequences linked to cybercrime.

Cooperation. The currently 

unprecedented struggle against 

modern cybercrime and 

cyberterrorism requires greater 

cooperation between foreign 

authorities, and between the public, 

private and NGO sectors. Such 

cooperation is not always easy, 

given the differences in languages, 

culture and resources. Proper 

cooperation is also based on the will 

and involvement of all authorities, 

and thus on the knowledge and 

understanding of the seriousness 

of cybercrime and the necessity to 

cooperate. 

Resilience. Due to the increasing 

destructive and disruptive powers of 

IoT (Internet of Things) manipulation 

it is increasingly important to bring 

about greater public, private and 

critical infrastructure resilience. 

Through cooperation and working 

partnerships with leading field 

experts, CENTIRC pursues market 

centred solutions to foster practical 

implementations of solutions. 

In particular towards delivering 

validated, effective and proven 

measures to end-users, that secure 

and mitigate against the ever 

fluctuating cyber threat landscape. 

Awareness. The proliferation of the 

internet into all facets of everyday life, 

both personal and professional, has 

made it a ubiquitous presence across 

all facets of society. This ubiquity 

continues to drive the requirement 

for increased awareness of CC/

CT, and poses legitimate challenges 

across society, resulting in the 

specific need to develop and improve 

understanding of existing approaches 

aimed at developing awareness 

of, and education relating to CC/

CT. CENTRIC research is committed 
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towards increasing awareness and 

standards related to online safety and 

information security.

Technological Evolution. The 

incredible velocity of developing 

technology has created new methods 

for online illegal behaviour. It is 

essential for all cyber stakeholders 

securitise themselves against the 

increasing complexity, severity and 

quantity of online threats. CENTRIC 

works alongside leading LEAs, CERTs, 

academia, and hardware and software 

providers; helping to disseminate 

awareness of positive and negative, 

horizon and current developments. 

User-centred. All research is 

designed and utilized to identify 

gaps, challenges and requirements 

based on real-world needs and 

experiences. CENTRIC is committed 

to creating user friendly, multi-

lingual, pan-European content, such 

as efforts to bring greater cohesion 

and harmonisation to EU CC/CT 

terminology, helping to avoid potential 

confusion and inefficiency.
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RElATED PROJECTS

COURAGE

The Courage project aims to develop a Cyber Crime and  
Cyber Terrorism research agenda for the European Commission 
to significantly improve the security of citizens and critical 
infrastructures and support crime investigators.

UINFC2

The UINFC2 project aims To build and strengthen the 
capabilities of law Enforcement Agencies, citizens and EU 
bodies in order to strategically combat cybercrime using 
automated and intelligent detection systems.

SPECIAlIST TEAM MEMBERS

BEN BREWSTER

Researcher (Knowledge and Intelligence Management)

TONY DAY

Researcher (Situational Awareness and Open Source Intelligence)

DOUGlAS WEllS

Researcher (Conflict, Development and Security)
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SERIOUS AND  
ORGANISED CRIME

It is acknowledged that organised crime in general is becoming more 
diverse. As the world continues to develop, with globalization and 
technological change facilitating increased levels of collaboration 
between criminal groups, the diversification of illicit activity, and the 
removal of geographical boundaries has significantly extended the 
reach and operations of organised crime networks.

Research surrounding novel methods of identifying indicators of 
organised crime, including drug and human trafficking is very much 
the focus of the EU FP7 funded ePOOLICE (environmental scanning for 
the early detection of organised crime) project which aims to utilise 
leading research in the fields of unsupervised information extraction, 
semantic text mining , knowledge representation, and automatic data 
analysis and aggregation techniques in order to identify weak signals 
of the emergence and spread of organised criminality throughout the 
European Union.
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CENTRIC’S APPROACH TO 
SERIOUS AND ORGANISED CRIME

Threats such as money laundering, 

fraud, gun-crime and the trafficking 

of drugs and human beings have a 

sustained presence in both national 

and trans-European security threat 

assessments. These planned, 

coordinated criminal operations 

continue to evolve and diversify with 

worldwide societal trends such as 

globalization and the proliferation 

of technology and the internet. 

Technology has increased the reach 

and scope of these threats on a global 

scale, empowering criminals with new 

more sophisticated tools and methods, 

and facilitating their operation across 

geographic boundaries. 

At the heart of the response to 

serious and organised crime is 

the requirement to continually 

enhance our understanding of the 

risks and nuance that we face, and 

assessing how we can enable police 

investigators to investigate and 

society as a whole to secure itself 

against them through the use of novel 

and cutting edge approaches and 

The complexity and dynamism of organised crime threats such as 
drug and human trafficking continue to cause significant and tangible 
threats to the security and wellbeing of citizens and society as a whole 
throughout the EU. 

technologies. In one such example, 

CENTRIC as one of the principle 

research partners on the ePOOLICE 

project (early Pursuit against 

Organised crime using envirOnmental 

scanning, the Law and IntelligenCE 

systems), alongside organisations 

such as Europol, Guardia Civil and 

the United Nations has developed 

the means to detect indicators and 

weak signals of emergent and ongoing 

crime activity through the automated 

analysis of data from open sources., 

underpinned by the requirements 

of end-user police forces and 

intelligence agencies and an ongoing 

analysis of the factors that continue 

to drive emergence and proliferation 

of organised crime around the EU. 

Funded under the EU’s FP7 research 

programme, ePOOLICE is committed 

to the development of solutions that 

support: 

 » the systematic monitoring of 
the external environment for the 
detection of “weak signals” related 
to upcoming organised crime 
threats; 
 » the rapid identification and 

qualification of these threats, 
typically run by organised crime, 
 » the discovery of organised 

crime and underlying criminal 
organisations as early as possible 
to prevent further formation of 
stronger, more resilient criminal 
systems; 
 » the assessment of the expected 

evolution of organised crime 
threats.



51

RElATED PROJECTS

EPOOlICE

The ePOOlICE projects aims to develop a system for  
the scanning and analysis of a stream of information from 
multiple sources, including open source, police sources and 
public/government databases to detect emerging organised 
crime threats.

SPECIAlIST TEAM MEMBERS

BEN BREWSTER

Researcher (Knowledge and Intelligence Management)

TONY DAY

Researcher (Situational Awareness and Open Source Intelligence)

DAVID FORTUNE

Specialist in Policing and Security

GlYNN RANKIN

Independent Expert in Anti-Human Trafficking
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COUNTER TERRORISM

CENTRIC’s partnerships with LEA’s across the European Union 
provide it with the unique capability to provide practical research 
solutions for Counter Terrorism. In particular providing intelligent 
systems through projects such as TRANSRAD (Transversal Bridge), 
COURAGE and Athena, CENTRIC will reinforce the counter terrorism 
capabilities of LEAs. These include counter-radicalisation, utilising 
open source intelligence networks and identifying cyber terrorism. 
This focus has further been refined by projects such as AUGGMED, 
providing capabilities beyond the scope of information management 
and towards more practical solutions such as training.
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CENTRIC’S APPROACH TO 
COUNTER TERRORISM

Prevention. Radicalisation is not the 

sole responsibility of the Police, it is 

also a shared social responsibility. 

A multi-faceted and transnational 

approach is being explored through 

multiple projects and expert partners 

to maximise the potential scope of 

investigations and public vigilance. It is 

important to evaluate and implement 

crucial bodies, such as NGOs and other 

public-orientated services that often 

have exclusive access to potential 

extremist information. 

Response. Following a crisis 

a broad set of tools, skills and 

methodologies are needed to collect, 

categorise and prioritise data. Both 

governmental and public opinions 

can change dramatically along the 

timeline following a terror event. 

Investigations, and subsequent 

responses must be carefully reviewed 

upon solid empirical foundations  

as to be legitimate and proportionate; 

reducing dangers of ‘blowback’,  

social discontent, and unforeseen 

consequences. 

Interdependencies. CENTRIC is 

committed to understanding the 

interactions and interdependencies, 

both internally and externally of 

extremist groups. Organised terror 

movements often hold a relationship 

with other bodies, even seemingly 

disconnected groups can come into 

direct conflict or cooperation with one 

another. Research includes looking at 

key factors such as group; structure, 

indoctrination, militarization and 

mobilisation. 

Self-Reflection. It is important for CT 

research to look at both understand 

the new emerging methods and 

causes of extremist radicalisation. The 

supposed ‘ignorance’ and ‘arrogance’ 

of the West have repeatedly proved 

to exacerbate extremist ideologies, 

and fuel the fires of terrorism. It is 

important to understand the root 

causes of anti-Western grievances 

including foreign intervention, 

austerity and corruption.

Rationale. It is no longer sufficient 

to simply brand extremists as 

‘irrational’. Although they may not be 

reasoned with, this is likely due to the 

position of one specific actor against 

another. It is essential to understand 

radicalisation processes, the pull and 

push factors acting on radicalised 

agents, as well as their end goals and 

their values that legitimise violence. 

Triangulation. No single method 

is best; the best solutions include 

a combination of diverse, dynamic 

and disparate sources and practices. 

The best way to reinforce society 

against the dangers of radicalisation 

is to increase understanding and 

awareness. Therefore triangulation 

 is seen as the best methodology  

to counter terrorism as it combines  

a multitude of sources, both 

qualitative and quantitative, alongside 

a mixture of primary, secondary and 

tertiary content. 

Dissemination. Domestic and 

international cooperation and 

information exchange plays a 

pivotal role in counter terrorism 

movements. Knowledge of threats and 

vulnerabilities should be treated from 

an unbiased perspective and reflect 

the legitimate potential destructive, 

disruptive and displacive value to 

society. Hereby CENTIRC  

is committed to avoiding distortion, 

misappropriation and exaggeration of 

materials. 



RElATED PROJECTS

COURAGE

The Courage project aims to develop a Cyber Crime and Cyber 
Terrorism research agenda for the European Commission 
to significantly improve the security of citizens and critical 
infrastructures and support crime investigators.

ATHENA

The ATHENA project aims to utilise media communications 
and develop tools to enhance the ability of citizens and first 
responders in crisis situations using a set of best practice 
guidelines and prototype software tools.

TRANSRAD

TRANSRAD aims to detect and profile the emerging threat of 
transversal European radical groups and raise the awareness 
of institutional bodies and civil society at large on the risks 
potentially connected to these “radical bridges”.

AUGGMED

AUGGMED will develop a multimodal virtual reality and mixed 
reality training platform to enable single and team-based 
training of end-users with different levels of expertise from 
different organisations responding to terrorist and organised 
crime threats.
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SPECIAlIST TEAM MEMBERS

PROF. BABAK AKHGAR

CENTRIC Director

DAVID FORTUNE

Specialist in Policing and Security

DOUGlAS WEllS

Researcher (Conflict, Development and Security)

ROxANNE lEITãO

Researcher (User-Experience and Systems Design)

JONATHAN SAUNDERS

Researcher (Serious Games Designer)
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INTEllIGENCE MANAGEMENT

With more data created over the past two years than ever before, 
information and intelligence management has become increasingly 
important. Efficiently and accurately searching through this data for 
key information is a key challenge of modern intelligence gathering 
techniques and is imperative to provide concise situational awareness 
and accurate intelligence. CENTRIC is pushing the boundaries of 
current state-of-the-art technologies by providing intelligent, holistic 
and adaptive solutions through projects such as Athena, ePOOLICE 
and TRANSRAD (Transversal Bridge). Through practical research 
and the development of physical solutions CENTRIC is bridging the 
research-reality gap and is vastly expanding the capabilities of its 
research partners and their intelligence management systems.
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STEPS TOWARDS EFFECTIVE 
INTEllIGENCE MANAGEMENT

Assessment provides tasking and 

coordination mechanisms across 

a national security architecture, 

including an accurate picture of 

the situation in a given area of 

responsibility, how that picture is 

changing now and how it may change 

in the future. 

Knowledge ensures that all parts of 

the intelligence gathering machinery 

are focused upon relevant threats and 

risks to provide key decision-makers 

with the knowledge and learning 

processes they require to effectively 

frame strategic policies, priorities and 

operational resource utilisation.

Holistic views and approaches ensure 

that intelligence is gathered, assessed, 

disseminated and actioned from 

sources pertaining to the full range 

of risks and threats, which includes 

both internal (domestic) and external 

(international), as well as borderless, 

intelligence from sources such as 

social media and cyber space.

Developing and maintaining a robust body of strategic intelligence is a 
critical success factor in empowering decision makers when developing 
data strategy. The following provides a canonical set of requirements 
needed for establishing strategic intelligence as an effective instrument 
for intelligence management strategy within Law Enforcement 
Agencies.

Goal Driven strategies allow national 

and local security intelligence 

apparatus, operating across the 

full landscape of LEA core primary 

and support services, to adopt a 

collaborative approach, where each of 

them bring their own specific area of 

expertise, in a collaborative approach, 

to tackle a specific hazard in the 

national interest. 

Adaptation provides a flexible and 

dynamic approach to protect citizens 

and national security interests 

ensuring that the national security 

apparatus and strategic focus has the 

ability to swiftly respond to a wide 

range of new and emerging threats.

Result Oriented approaches ensure 

that specific and measurable targets 

are set via a performance driven 

approach that is embedded into the 

very culture of strategic intelligence 

management.
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RElATED PROJECTS

EPOOlICE

The ePOOlICE projects aims to develop a system for  
the scanning and analysis of a stream of information from 
multiple sources, including open source, police sources and 
public/government databases to detect emerging organised 
crime threats.

ATHENA

The ATHENA project aims to utilise media communications 
and develop tools to enhance the ability of citizens and first 
responders in crisis situations using a set of best practice 
guidelines and prototype software tools.

TRANSRAD

TRANSRAD aims to detect and profile the emerging threat of 
transversal European radical groups and raise the awareness 
of institutional bodies and civil society at large on the risks 
potentially connected to these “radical bridges”.

SPECIAlIST TEAM MEMBERS

PROF. BABAK AKHGAR

CENTRIC Director

BEN BREWSTER

Researcher (Knowledge and Intelligence Management)

DAVID FORTUNE

Specialist in Policing and Security

DOUGlAS WEllS

Researcher (Conflict, Development and Security)
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DATA ANAlYSIS

Formal Concept Analysis (FCA) is a mathematical theory of data analy-
sis using formal contexts and concept lattices. FCA is a principled way 
of deriving a concept hierarchy or formal ontology from a collection of 
objects and their properties. Each concept in the hierarchy represents 
the set of objects sharing the same values for a certain set of properties.

Advances in algorithms and tools to carry out FCA, such as the Formal 
Concept Miner at CENTRIC developed in the European CUBIST project, 
has allowed FCA to be applied to large-scale data and in text mining to 
extract, aggregate and visualise key concepts from the data.

In this way, CENTRIC has developed key FCA-based components for 
the European Athena and ePOOLICE projects. In Athena, FCA is used 
to analyse information in social media and Mobile App messages to 
prioritise situations in crisis management. In ePOOLICE, FCA is used 
to aggregate weak signals from the Internet to alert LEAs to the threats 
posed by organised crime.
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CENTRIC’S APPROACH  
TO DATA ANAlYTICS

Entity Extraction (EE). Entity 

Extraction seeks to locate and classify 

elements in free-text into pre-defined 

categories such as the names of 

persons, organizations, locations, 

quantities, monetary values etc. In 

CENTRIC, EE is used on documents 

retrieved from websites and social 

media to extract entities — such as 

the ones listed above — from said 

documents in an attempt to identify 

incidents of organized crime such as 

drug and human trafficking.

Data Mining (DM). DM facilitates the 

discovery of interesting relations and 

strong associations between entities 

in large datasets. In a drug-trafficking 

scenario, data mining can be used 

to identify rules of the form “when 

a drug-related incident has been 

identified in location X, then 85% of 

the time the involved drug is cocaine”.

Formal Concept Analysis (FCA). 

FCA is a knowledge discovery 

and information management 

CENTRIC employs a multitude of data analysis techniques on private 
and public data sources including web pages, web feeds and social 
media posts. These techniques facilitate open-source intelligence by 
identifying trends, patterns, and hidden meaning in heterogeneous 
data. The techniques are outlined and summarized below.

method which provides the ability 

to identify clusters of objects (e.g. 

drug-trafficking incidents) and 

their attributes (e.g. location, drug 

involved), as well as how these object-

attribute clusters potentially relate to 

each other. In CENTRIC, FCA is used in 

environmental scanning to aggregate 

weak signals of organized crime, 

and to analyze information in social 

media to prioritize situations in crisis 

management.

Free-text Analysis. Free-text Analysis 

provides the ability to generate 

visual summaries of unstructured 

text data found in documents, web 

sites and social media. By providing 

information about the examined text, 

users can quickly get a good idea 

about the topics covered, and the most 

important keywords, in a document. 

Data Visualization. Data 

Visualization involves the creation 

and study of the visual representation 

of data to communicate information 

clearly and efficiently to users. 

CENTRIC employs both conventional 

(e.g. traditional charts and plots) and 

state-of-the-art visualizations (formal 

concept lattices and decision trees).
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RElATED PROJECTS

EPOOlICE

The ePOOlICE projects aims to develop a system for  
the scanning and analysis of a stream of information from 
multiple sources, including open source, police sources and 
public/government databases to detect emerging organised 
crime threats.

ATHENA

The ATHENA project aims to utilise media communications 
and develop tools to enhance the ability of citizens and first 
responders in crisis situations using a set of best practice 
guidelines and prototype software tools.

SPECIAlIST TEAM MEMBERS

DR. SIMON ANDREWS

Reader (Computer Science)

TONY DAY

Researcher (Situational Awareness and Open Source Intelligence)

DR. HElEN GIBSON

Researcher (Data Analysis and Visualisation)

CONSTANTINOS ORPHANIDES

Researcher (Formal Concept Analysis)



The Centre of Excellence for Terrorism, Resilience, Intelligence and 
Organised Crime (CENTRIC) is a multi-disciplinary and end-user 
focussed research network linking both academic and professional 
expertise across a range of disciplines and professional practice in the 
security domain. This provides a unique context in which to under-
take innovative, applied research in the form of a structured doctoral 
research programme.

CENTRIC seeks to bridge the gap between research and operational 
realities, ensuring that research has an impact on operational policy, 
practice and procedure. The CENTRIC Academy offers an opportu-
nity for those in law enforcement, intelligence agencies, the military 
and wider security industry to engage in a flexible but rigorous 
programme of research, relevant to the demands and challenges of 
their profession.

CENTRIC PHD PROGRAMME

As members of the CENTRIC PhD Programme, students can study 
either part-time or full-time and can submit a PhD thesis in either a 
traditional monograph style or as an article-based PhD.
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THE ARTIClE-BASED PHD

The Article-based PhD is designed to meet the needs of doctoral 
candidates who wish to publish their research early in their career. 
A number of peer-reviewed research articles (usually between 3 and 
5) are produced by the student during their period of registration as 
a PhD candidate, and these articles form part of the PhD submission, 
alongside a 40,000 word thesis. Students are encouraged to publish 
their research in high quality, international journals and edited col-
lections and all articles must be published or accepted for publication 
to be included in the submission. Publications may be jointly written, 
but the PhD candidate must be the principle author.

Students progress on an approved programme of research and are 
supported throughout the life of their studies by CENTRIC and an 
experienced supervisory team consisting of a Director of Studies, 
one or two Second Supervisors and, where appropriate, one or more 
Advisors who may be external to the university. Students’ individual 
training needs are assessed at the outset of the programme and they 
will be invited to attend a structured training programme designed to 
develop generic research skills.

The article-based PhD is a recommended five-year programme for 
part-time candidates as follows:

 » Year 1 – The programme of doctoral research is refined and 
approved, including review of research design, methodology and 
ethical considerations. Students undertake research training. 
Research activities commence.

CENTRIC ACADEMY
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students may apply to suspend their studies at anytime and reconvene 
their research from the point at which their studies were suspended. 
Students may also apply to extend the end date of their studies beyond 
the recommended 5-year period if required. Alternatively, for highly 
motivated students, a part-time PhD candidate thesis may submit 
within a minimum of 45 months.

ENTRY REqUIREMENTS

Entry requirements for a PhD programme are 1) an appropriate 
Masters degree (preferred) or 2) a minimum of a first class or upper 
second-class undergraduate degree. Non-standard applicants may 
have evidence of research ability and background knowledge taken 
into account. Relevant practitioner experience is desirable.

YOUR PERSONAl DEVElOPMENT

The completion of the CENTRIC PhD provides a unique investment in 
your personal and professional development. It also offers the oppor-
tunity to develop niche expertise, to be part of CENTRIC activities and 
extend your networks, as well as increasing your profile with senior 
leaders and subject specialists across the global security landscape.

ORGANISATIONAl BENEFITS

The PhD Programme provides organisations with an opportunity 
to recognise invest in and reward talent by sponsoring colleagues. 
Programmes of research can be designed to meet specific organisational 
needs, goals, or gaps in knowledge. This approach serves to develop 

 » Year 2 – By the end of year 2, students are assessed via a 6,000 
word report and an oral defence as part of the institutional  
process of approval to confirm PhD candidature. Submit article 
for publication.
 » Year 3 – Students submit two articles suitable for publication 

and present a paper at a CENTRIC seminar
 » Year 4 – Students submit two articles for publication. Draft liter-

ature review for the thesis part of the submission.
 » Year 5 – Students continue to prepare the thesis part of the 

submission, comprising an introduction, an explanation of the re-
search questions, the relevant literature, an account of the meth-
odology and a summary and discussion of the research findings 
as a whole. Submit thesis & undergo viva voce examination.

The CENTRIC article-based PhD ensures that student research is 
published at regular intervals, informing and raising awareness of 
research programmes across the international security landscape. 
The article-based PhD provides students with a unique opportunity 
to achieve a body of peer-reviewed published works by the conclusion 
of their studies and recognises the need for security practitioners’ 
studies to have a real and positive impact.

DURATION OF PHD PROGRAMME

The PhD Programme is suitable for security practitioners and 
professionals who, whilst being committed to their studies and main-
taining a healthy work and life balance, should be able to complete 
the programme in a recommended period of 5 years on a part-time 
basis. Understanding the demands of professional and personal life, 
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research skills and capacity within your organisation, from which you 
shall see a direct and positive return on your investment. The full or part 
sponsorship of students for the duration of the PhD Programme ensures 
a long-term and cost-effective commitment to employee’s personal and 
professional development while serving to tackle your organisations’ 
most pressing security challenges and concerns.

ENROlMENT DATES FOR 2016

CENTRIC are pleased to welcome applications for the following enrol-
ment dates:

 »May 2016 – Submission of application by 1st February 2016;
 » September 2016 – Submission of application by 1st June 2016.



SAP

SAP works with some of the largest, best run and most innovative 
police customers across the world.

Our customers often talk about the many challenges facing 
policing and law enforcement today. Reconciling these local 
challenges with regional, national and global policing priorities 
and risks is always a delicate balancing act for police chiefs 
and commanders who have greater threats, increased citizen 
demands and greater operational policing needs.

SAP has a strong focus on police and public security. We are 
helping our police customers and related stakeholders to deliver 
better outcomes and value through digital and technological 
innovation. law Enforcement agencies operate in a complex, 
diverse and dynamic environment. In the face of increasingly 
more sophisticated threats, you must improve the public safety, 
increase public confidence and more effectively manage safety 
risks and security threats.
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SAP AND CENTRIC

Collaboration between CENTRIC and SAP dates back a number 
of years to the initial formalisation of CENTRIC in 2011. This 
longstanding relationship is pehaps best demonstrated by the 
jointly hosted ‘Future of Policing’ event held in the fall of 2014. The 
day long exhibition of both CENTRIC and SAP’s joint capabilities, 
billed as an essential event for lEAs, researchers and security 
professionals, featured influential speakers and delegates from 
across Europe and the US, highlighting pertinent topics and 
facilitating practical workshops aimed at addressing contemporary 
security challenges, from counter-terrorism to community based 
policing initiatives, in the face of austerity challenges and the ever 
changing, globalised and inter-connected external environment.

“Working together, SAP and CENTRIC will have the opportunity to 
share some of the UK’s newest policing strategies with law enforcement 
worldwide.” 

Professor Babak Akhgar, director, CENTRIC.



FACING THE CHAllENGES 
OF REAl TIME DIGITAl 
OPERATIONAl INTEllIGENCE

Whilst digital innovation brings huge benefits in everything we do, there 
is also the exploitation of technology by criminals, terrorists, and sexual 
predators.

Global communication and access to information today is unprece-
dented. The result is a more interconnected society rapidly changing 
with every message and piece of media exchanged. This environment 
demands an agile security infrastructure across multiple policing 
domains.

Crime and criminality seeks complexity to avoid detection, commit 
crime and evade capture particularly in cybercrime where the Dark Web 
presents a major challenge. Intelligence processes and data sources 
need to be orchestrated into rules based alerts and predictive models 
to detect threat patterns. 

As with every post mortem of any incident large or small it is easy to 
reflect on hindsight. But a common theme on failure point is more than 
often collaboration around information.



Failure points run throughout the so called ‘value chain’ on collabo-
ration. Where are the weak points? Where can the threat be detected 
earlier? How can we break down the barriers of collaboration whilst 
maintaining the legal and protective elements of the legislation that 
exists to protect us?

Now as a technology company we are not in a position to change 
legislation but we can provide solutions on a digitally connected 
platform that has to be flexible and adaptable to accommodate the 
changes that will take place. It has to be platform that is capable of 
rapid transformation.

We live in world that is going to be increasingly connected. This will 
disrupt all the established rules that exist around all channels of 
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communication. It will exceed all known limits of computing power. As 
we drive for better policy outcomes the cloud will become increasingly 
important as we try to move at lightning speed to eliminate the barriers 
to collaboration.  Additionally, the rise of the Internet of Connected 
Things with people and processes will increase our ability to react and 
remain secure.

Last and not least is the biggest threat – Cyber threat defines the 
border and borderless society. We live within the physical borders our  
countries, but also within our work and society environments and 
within our own personal boundaries.

Whether that is threat to our environment by infecting how we manage 
our physical security, think about the effect of a hacked ‘entry/exit’ 
system or an affected air traffic control system or an attack on our 
power, banking or communication networks. But also how external 
influence, command and control can direct and manage all aspects of 
threat whether criminal or terror.

HUMAN ENDEAVOUR REqUIRES  
THE SUPPORT OF TECHNOlOGY

Those that perpetrate the threat are using that technology today so as 
defenders of the threat, Public Security agencies need to embrace that 
very same technology to ensure that we keep one step ahead of them.

The key is collaboration and data, but not just structured data from 
traditional sources but intelligence from a combination of social media, 
sensors and machine data.



As criminals migrate between the real and virtual worlds, intelligence 
and border management agencies, the police, and other law enforce-
ment agencies will have to keep pace. Public service organizations 
need to provide a “citizen-centric” experience to those they protect 
by collaborating with them in fighting crime and delivering on their 
legislative mandates. 

As public service organizations, law enforcement, and intelligence 
agencies work to meet these rising citizen expectations, officers cannot 
afford to be hindered by legacy ICT systems. Security agencies cannot 
afford to fall behind in this ever-changing landscape of the Internet of 
Things and innovative technologies. 

We have to ask ourselves are we really utilising these technologies 
to support these major challenges, are we really understanding how 
we can really utilise the data available to provide actionable real time 
intelligence and collaborate in a fully trusted and secure fashion.
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SAP’s leading innovations and digital solutions, such as SAP Real-Time 
Situational Awareness on our in-memory platform HANA was developed 
with our Public Security customers to reflect the need of government 
agencies everywhere to drive down ICT costs, optimize operational 
solutions and leverage digital technologies to keep up with threats in 
the real and virtual world. However, we recognize that intelligence and 
investigations processes as well as the threats and crimes are always 
changing and the only way to provide a credible response is for Public 
Security Organisations, Academia and organisations such as CENTRIC 
and Software companies to collaborate and work together.

Mark Holder
Industry Director Public Security VE EMEA
SAP
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